Social Engineering Toolkit

OTW did a general tutorial on using SEToolkit, which by the way is a fantastic tool, so I
would like to go on to that.

SEToolkit is a program by TrustestSEC that has many features from stealing credentials, so
carrying out Metasploit payloads. If you don't have it already, go to TrustedSEC's website for

downloads.

Step 1Starting SEToolkit

Once you have installed SEToolkit, open up bash and type setoolkit. You will be presented
with a question. I recommend answering "yes", but that's your choice. Next, you be presented
with a menu with options:
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For this tutorial, we will use the Social-Engineering Attacks menu. Type 1 and press [Enter]
key to continue.

Step 2Choosing an Attack Vector

We will be greeted with a screen similar to this that has many different attacks.
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Return back to the main menu.

I'll be guiding you through one of the most effective options: Website Attack Vectors. Pretty
much everyone who has used a computer has used the Internet, and pretty much everyone on
the Internet will click on a link (am I right?). Social Engineering is a society like Facebook or
Twitter, but can also be as simple as, well, a link. SEToolkit helps you abuse that trust people
have on the Internet, so not only do you have over 5 billion targets, but you can also
recognize attacks like these.

Type 2 and press [Enter] to continue.


https://img.wonderhowto.com/img/original/88/75/63570475932843/0/635704759328438875.jpg

Step 3What Do You Think?

We now have a list of 7 different attack vectors, all very effective. The 3 most effective
vectors are the Credential Harvester, Metasploit Browser, and Java Applet Attack. Let's
say that you want to get your friend's Facebook login. By choosing Credential Harvester
Attack Method, SEToolkit will copy any website you want and add a credential stealing
code to the HTML. Let's do that, shall we?

The first method will allow SET to import a List of pre-defined web
applications that it can utilize within the attack.

The se | method will completely <l
and ¢ W to utilize % o

same web application you were attempt

The third method allows you to import your own w
should only have an inde when using the impo

functionality.

ok Mernu

If you go to Web Templates, you will find that SEToolkit has a Facebook login page
template built into it. But first, let's enter our IP address for SEToolkit to report back to. You
can use your external IP if you are doing this over the Internet. But make sure you port
forward port 80 to your local IP.
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Step 4Copy the Facebook Page

After you enter your IP, you will be presented with some of SEToolkit's web templates.
Because you want to get your friend's Facebook login, we should probably use the Facebook
template...

> Select a template:3

Type 3 and press [Enter]. NOTE: You must have Apache installed. Kali and Backtrack
come with it, but some other distros don't. To install it if you don't yet have it, type sudo apt-
get install apache2.

After you choose your template, you should get a screen like this:

Step 5Send It to a Friend

Now that it's already to go, just send your friend an email with your IP address as the link, but
disguise the text. For example: instead of sending "http:// yourlP /" you would send
"Facebook.com" with your IP embedded as the link.

Next we'll try to exploit web browsers/computers with SEToolkit and Metasploit.
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